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Data Protection Policy  

 

Introduction  

The UK Genera l Data  Protection Regulation (UK GDPR) ensures a  ba lance 

between an indiv idual’s rights to privacy and the lawful processing of persona l 

data  undertaken by organisations in the course of their business. It a im s to 

protect the rights of indiv iduals about whom  data  is obta ined, stored, 

processed or supplied and requires that organisations take appropriate 

security  m easures aga inst unauthorised access, a lteration, disclosure or 

destruction of persona l data .  

The School will protect and m ainta in a  ba lance between data  protection rights 

in accordance with the UK GDPR. This policy sets out how we handle the 

persona l data  of our pupils, parents, suppliers, em ployees, workers and other 

third parties. 

This policy does not form  part of any individual’s term s and conditions of 

em ploym ent with the School and is not intended to have contractual effect. 

Changes to data  protection legisla tion will be m onitored and further 

am endm ents m ay be required to this policy in order to rem ain com pliant with 

lega l obligations. 

A ll m em bers of sta ff are required to fam iliarise them selves with its content 

and com ply with the provisions conta ined in it . Sta ff is defined by em ployees, 

governors, trustees and volunteers. Breach of th is policy will be treated as a  

disciplinary offence which m ay result in disciplinary action under the School’s 

Disciplinary Policy and Procedure up and including dism issa l depending on the 

seriousness of the breach.  

The School is registered with the Inform ation Com m issioners Office (ICO) as 

required Z918714X. 

 

Section 1 – Defin itions 

Persona l Data  Persona l data  is any inform ation relating to an indiv idua l 

where the indiv idua l can be identified (directly  or 

indirectly) from  that data  a lone or in com bination with 

other identif iers we possess or can reasonably  access. 

This includes specia l category data  and pseudonym ised 

persona l data  but excludes anonym ous data  or data  
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that has had the identity  of an indiv idua l perm anently  

rem oved.  

 

Persona l data  can be factua l (for exam ple, a  nam e, em ail 

address, location or date of birth) or an opinion about 

that person’s actions or behaviour. 

 

Persona l data  will be stored either electronica lly  or as 

part of a  structured m anua l f iling system  in such a  way 

that it can be retrieved autom atica lly  by reference to 

the indiv idual or criteria  relating to that indiv idua l.  

 

Specia l Category 

Data  and Data  

Relating to 

Crim ina l 

Convictions and 

Offences 

Previously  term ed “Sensitive Persona l Data”, Specia l 

Category Data  is sim ilar by defin ition and refers to data  

concerning an indiv idua l Data  Subject’s racia l or ethnic 

orig in , politica l opinions, relig ious or philosophica l 

beliefs, trade union m em bership, physica l and m enta l 

hea lth, sexua lity  and biom etric or genetic data . 

 

Persona l data  relating to crim inal offences and 

convictions is included here for the purposes of th is 

policy . This refers to persona l inform ation relating to 

crim ina l convictions and offences, a llegations, 

proceedings, and related security  m easures.  

 

Data  Subject  An indiv idua l about whom  such inform ation is stored is 

known as the Data  Subject. It includes but is not lim ited 

to em ployees.  

 

Data  Controller The organisation storing and controlling such 

inform ation (i.e., the School) is referred to as the Data  

Controller. 
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Processing  Processing data  involves any activ ity  that involves the 

use of persona l data . This includes but is not lim ited to: 

obta in ing, recording or holding data  or carry ing out any 

operation or set of operations on that data  such as 

organisation, am ending, retriev ing, using, disclosing, 

erasing or destroy ing it . Processing a lso includes 

transm itting or transferring persona l data to third 

parties. 

 

Autom ated 

Processing  

Any form  of autom ated processing of persona l data  

consisting of the use of persona l data  to eva luate 

certa in persona l aspects relating to an indiv idua l, in 

particular to analyse or predict aspects concerning that 

indiv idual’s perform ance at work , econom ic situation, 

hea lth, persona l preferences, interests, reliability , 

behaviour, location or m ovem ents.  

 

An exam ple of autom ated processing includes profiling 

and autom ated decision m ak ing. Autom atic decision -

m ak ing is when a  decision is m ade which is based solely  

on autom ated processing (without hum an intervention) 

which produces lega l effects or signif icant ly  a ffects an 

indiv idual. Autom ated decision -m ak ing is prohibited 

except in exceptional circum stances. 

 

Data  Protection 

Im pact 

Assessm ent 

(DPIA) 

 

DPIAs are a  tool used to identify  risks in data  

processing activ it ies with a  v iew to reducing them .  

 

 

Data  Breach A breach of security  leading to the accidenta l or 

unlawful destruction, loss, a lteration, unauthorised 

disclosure of, or access to, persona l data . 

 

Pseudonym ised The process by which persona l data  is processed in such 

a  way that that it cannot be used to identify  an 
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indiv idual without the use of additional data , which is 

kept separately  and subject to technica l and 

organisational m easures to ensure that the persona l 

data  cannot be attributed to an identif iable indiv idual.  

 

 

Section 2 – When can the School Process Persona l Data? 

Data  Protection Principles 

The School are responsible for and adhere to the principles relating to the 

processing of persona l data  as set out in the UK GDPR. The principles the 

School m ust adhere to are set out below.  

 

Principle 1: Personal data  m ust be processed lawfully , fa irly  and in a  

transparent m anner 

The School only  collect, process and share persona l data  fa irly  and lawfully  and 

for specif ied purposes.  

The School m ust have a  specif ied purpose for processing persona l data  and 

specia l category data as set out in the UK GDPR.  

Before the processing starts for the first t im e, we will rev iew the purposes of 

the particular processing activ ity  and select the m ost appropriate lawful basis 

for that processing. We will then regularly  rev iew those purposes whilst 

processing continues in  order to satisfy  ourselves that the processing is 

necessary for the purpose of the relevant lawful basis (i.e., that there is no 

other reasonable way to achieve that purpose).  

 

Personal Data 

The School m ay only  process a  data  subject’s persona l data  if one of the 

following fa ir processing conditions are m et: -  

• The data  subject has g iven their consent;  

• The processing is necessary for the perform ance of a  contract with the 

data  subject or for tak ing steps at their request to enter into a  contract;  

• To protect the data  subject’s v ita l interests;  
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• To m eet our lega l com pliance obligations (other than a  contractua l 

obligation); 

• To perform  a task  in the public interest or in order to carry out off icia l 

functions as authorised by law; 

• For the purposes of the School’s legitim ate interests where authorised 

in  accordance with data  protection legislation. This is provided that it 

would not prejudice the rights and freedom s or legitim ate interests of 

the data  subject. 

 

Special Category Data 

The School m ay only  process specia l category data  if they are entitled to 

process persona l data  (using one of the fa ir processing conditions above) AND 

one of the following conditions are m et: -  

• The data  subject has g iven their explicit consent;  

• The processing is necessary for the purposes of exercising or perform ing 

any right or obligation which is conferred or im posed on the School in 

the field of em ploym ent law, socia l security  law or socia l protection law. 

This m ay include, but is not lim ited to, dealing with sickness absence, 

dea ling with disability and m ak ing adjustm ents for the sam e, arranging 

private hea lth care insurance and providing contractua l sick  pay ;  

• To protect the data  subject’s v ita l interests;  

• The processing is necessary for the establishm ent, exercise or defence 

of lega l cla im s or whenever courts are acting in their judicia l capacity  

• Where the data  has been m ade public by the data  subject;  

• To perform  a task  in the substantia l public interest or in order to carry 

out off icia l functions as authorised by law; 

• Where it is necessary for the purposes of preventive or occupationa l 

m edicine, for the assessm ent of the work ing capacity  of the em ployee, 

m edica l diagnosis, the provision of hea lth or socia l care or treatm ent or 

the m anagem ent of hea lth or socia l care system s and serv ices; 

• Where it is necessary for reasons of public interest in the area of public 

hea lth; 

• The processing is necessary for archiv ing, statistica l or research 

purposes. 
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The School identif ies and docum ents the lega l grounds being relied upon for 

each processing activ ity . 

 

Criminal Record Data 

Where crim ina l records data  is processed, a  lawful condition for processing 

that data  is a lso identif ied and docum ented. 

 

Consent 

Where the School relies on consent as a  fa ir condition for processing (as set 

out above), it will adhere to the requirem ents set out in the UK GDPR.  

Consent m ust be freely  g iven, specific, in form ed and be an unam biguous 

indication of the data subject’s wishes by which they signify  agreem ent to the 

processing of persona l data  relating to them . Explicit consent is needed in 

cases of processing specia l ca tegory data  and requires a  very clear and specif ic 

statem ent to be relied upon (i.e. m ore than just m ere action is required).  

A data  subject will have consented to processing of their non -specia l category 

persona l data  if they indicate agreem ent clearly  either by a  statem ent or 

positive action to the processing. Consent requires a ffirm ative action so 

silence, pre- ticked boxes or inactiv ity  will not am ount to va lid consent. 

Data  subjects m ust be easily  able to withdraw consent to processing at any 

tim e and withdrawal m ust be prom ptly  honoured.  

In cases of processing specia l category data  and explicit consent, the School 

will norm ally  seek  another lega l basis to process that data . However, if explicit 

consent is required, the data  subject will be provided with fu ll in form ation in 

order to provide explicit consent. 

The School will keep records of consents obta ined in order to dem onstrate 

com pliance with consent requirem ents under the UK GDPR. 

 

Principle 2: Personal data  m ust be collected only  for specified, explicit and 

legitim ate purposes 

Persona l data  will not be processed in any m anner that is incom patible with 

the legitim ate purposes specif ied. 

The School will not use persona l data  for new, different or incom patible 

purposes from  that disclosed when it was f irst obta ined unless we have 
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in form ed the data  subject of the new purpose (and they have consented 

where necessary). 

 

Principle 3: Personal data  m ust be adequate, relevant and lim ited to what is 

necessary in relation to the purposes for which it is processed  

The School will only  process persona l data  when our obligations and duties 

require us to. We will not collect excessive data  and will ensure any persona l 

data  collected is adequate and relevant for the intended purposes.  

When persona l data  is no longer needed for specif ied purposes, the School 

sha ll delete or anonym ise the data .  

 

Principle 4: Personal data  m ust be accurate and, where necessary , kept up to 

date 

The School will endeavour to correct or delete any inaccurate data  being 

processed by check ing the accuracy of the persona l data  at the point of 

collection and at regular interva ls a fterwards. We will take a ll reasonable steps 

to destroy or am end inaccurate or out of date persona l data . 

Data  subjects a lso have an obligation to ensure that their data  is accurate, 

com plete, up to date and relevant. Data  subjects have the right to request 

rectif ication to incom plete or inaccurate data  held by the School.  

 

Principle 5: Personal data  m ust not be kept in a  form  which perm its 

identification of data  subjects for longer than is necessary for the purposes for 

which the data  is processed  

Legitim ate purposes for which the data  is being processed m ay include 

satisfy ing lega l, accounting or reporting requirem ents. The School will ensure 

that they adhere to lega l t im efram es for reta in ing data .  

We will take reasonable steps to destroy or erase from  our system s a ll 

persona l data  that we no longer require. We will a lso ensure that data  subjects 

are inform ed of the period for which data  is stored and how that period is 

determ ined in our privacy notices. 

Please refer to the School’s Retention Policy for further deta ils about how the 

School reta ins and rem oves data . 
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Principle 6: Personal data  m ust be processed in a  m anner that ensures its 

security  using appropriate technica l and organisationa l m easures to protect 

aga inst unauthorised or unlawful processing and aga inst accidenta l loss, 

destruction or dam age 

In order to ensure the protection of a ll data  being processed, the School will 

develop, im plem ent and m ainta in reasonable sa feguard and security  m easures. 

This includes using m easures such as: -  

• Encryption;  

• Pseudonym isation (as outlined above); 

• Ensuring authorised access on both hard copy and electronic f iles (i.e. 

that only  people who have a  need to know the persona l data  are 

authorised to access it); 

• Adhering to confidentia lity  principles; 

• Ensuring persona l data  is accurate and suitable for the process for 

which it is processed. 

The School follow procedures and technologies to ensure security  and will 

regularly  eva luate and test the effectiveness of those sa feguards to ensure 

security  in processing persona l data .  

The School will only  transfer persona l data to third party serv ice providers 

who agree to com ply with the required policies and procedures and agree to 

put adequate m easures in place. 

Full deta ils on the School’s security  m easures are set out in the School’s 

In form ation Security  Policy . 

 

Sharing Personal Data 

The School will genera lly  not share persona l data  with third parties unless 

certa in sa feguards and contractual arrangem ents have been put in place. The 

following points will be considered: 

• Whether the third party has a  need to know the inform ation for the 

purposes of providing the contracted serv ices;  

• Whether sharing the persona l data  com plies with the privacy notice 

that has been provided to the data  subject and, if required, the data  

subject’s consent has been obta ined; 
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• Whether the third party has agreed to com ply with the required data  

security  standards, policies and procedures and im plem ented adequate 

security  m easures; 

• Whether the transfer com plies with any applicable cross border transfer 

restrictions; and 

• Whether a  fu lly  executed written contract that conta ins UK GDPR 

approved third party clauses has been obta ined.  

There m ay be circum stances where the School is required either by law or in 

the best interests of our pupils, parents or sta ff to pass inform ation onto 

externa l authorities for exam ple, the Local Authority, Ofsted or the 

Departm ent of Hea lth. These authorities are up to date with data  protection 

law and have their own policies relating to the protection of any data  that they 

receive or collect. 

The intention to share data  relating to indiv idua ls to an organisation outside of 

the School sha ll be clearly  defined within written notif ications including deta ils 

and the basis for sharing the data . Further inform ation can be found in the 

privacy notice.  

 

Transfer o f  Data Outside the European Economic Area (EEA) 

The UK GDPR restricts data  transfers to countries outside the EEA in order 

to ensure that the level of data  protection a fforded to indiv idua ls by the UK 

GDPR is not underm ined. 

The School will not transfer data  to another country outside of the EEA 

without appropriate sa feguards being in place and in com pliance with the UK 

GDPR. A ll sta ff m ust com ply with the School’s guidelines on transferring data  

outside of the EEA. For the avoidance of doubt, a  transfer of data  to another 

country can occur when you transm it, send, v iew or access that data  in that 

particular country .  

 

Transfer o f  Data Outside the UK  

The School m ay transfer persona l inform ation outside the UK and/or to 

internationa l organisations on the basis that the country , territory or 

organisation is designated as hav ing an adequate level of protection. 

A lternatively , the organisation receiv ing th e inform ation has provided 

adequate sa feguards by way of binding corporate rules, Standard Contractua l 

Clauses or com pliance with an approved code of conduct.  
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Section 3 – Data Subject’s Rights and Requests  

 

Persona l data  m ust be m ade ava ilable to data  subjects as set out within this 

policy and data  subjects m ust be a llowed to exercise certa in rights in relation 

to their persona l data . 

 

The rights data  subjects have in relation to how the School handle their 

persona l data  are set out below: -  

(a ) To withdraw consent to processing at any tim e (where 

consent is relied upon as a  condition of processing);  

(b) Receive certa in inform ation about the School’s processing 

activ it ies; 

(c) Request access to their persona l data  that we hold (see 

“Subject Access Requests” at Appendix 1);  

(d) Prevent our use of their persona l data  for m arketing 

purposes; 

(e) Ask us to erase persona l data  if it is no longer necessary 

in relation to the purposes for which it was collected or 

processed or to rectify  inaccurate data  or to com plete 

incom plete data ; 

(f) Restrict processing in specif ic circum stances;  

(g) Challenge processing which has been justified on the basis 

of our legitim ate interests or in the public interest;  

(h) Request a  copy of an agreem ent under which persona l 

data  is transferred outside of the EEA; 

(i) Object to decisions based solely  on autom ated processing;  

(j) Prevent processing that is likely  to cause dam age or 

distress to the data  subject or anyone else;  

(k ) Be notif ied of a  persona l data  breach which is likely  to 

result in h igh risk  to their rights and freedom s;  
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(l) Make a  com pla int to the superv isory authority , which is 

the Inform ation Com m issioner in England and Wales 

https://ico.org.uk /globa l/contact -us/; and 

(m ) In lim ited circum stances, receive or ask  for their 

persona l data  to be transferred to a  third party in a  

structured, com m only used and m achine - readable form at. 

If any request is m ade to exercise the rights above, it is a  requirem ent for the 

relevant sta ff m em ber within the School to verify  the identity  of the indiv idual 

m ak ing the request. 

 

Direct Marketing 

The School are subject to certa in rules and privacy laws when m arketing. For 

exam ple, a  data  subject’s prior consent will be required for electronic direct 

m arketing (for exam ple, by em ail, text or autom ated ca lls).  

The School will explicit ly  offer indiv iduals the opportunity  to object to direct 

m arketing and will do so in an intellig ible form at which is clear for the 

indiv idual to understand. The School will prom ptly  respond to any indiv idual 

objection to direct m ark eting. 

 

 

Em ployee Obligations 

Em ployees m ay have access to the persona l data  of other m em bers of sta ff , 

suppliers, parents or pupils of the School in the course of their em ploym ent or 

engagem ent. If so, the School expects those em ployees to help m eet the 

School’s data  protection obliga tions to those indiv idua ls. Specif ica lly , you m ust: 

-  

• Only access the persona l data  that you have authority  to access, and 

only  for authorised purposes;  

• Only a llow others to access persona l data  if they have appropriate 

authorisation; 

• Keep persona l data  secure (for exam ple, by com ply ing with rules on 

access to school prem ises, com puter access, password protection and 

secure file storage and destruction [P lease refer to the School’s 

In form ation Security  Policy for further deta ils about our security  

processes]); 
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• Not rem ove persona l data  or devices conta ining persona l data  from  the 

School prem ises unless appropriate security  m easures are in place (such 

as pseudonym isation, encryption, password protection) to secure the 

inform ation; 

• Not store persona l inform ation on loca l drives.  

 

Section 4 -  Accountability  

The School will ensure com pliance with data  protection principles by 

im plem enting appropriate technica l and organisationa l m easures. We are 

responsible for and dem onstrate accountability  with the UK GDPR principles.  

The School have taken the following steps to ensure and docum ent UK GDPR 

com pliance:-  

 

Data  Protection Officer (DPO) 

Please find below deta ils of the School’s Data  Protection Officer: -  

Data  Protection Officer: Judicium  Consulting Lim ited  

Address: 5 th F loor, 98 Theoba lds Road, London, WC1X 8WB  

Em ail: dataserv ices@judicium .com  

Web: www.judicium education.co.uk  

Telephone: 0345 548 7000 (option 1, then option 1 aga in) 

 

The DPO is responsible for overseeing this Data  Protection Policy and 

developing data - related policies and guidelines.  

Should you have any questions about the UK GDPR, the operation of th is 

policy or, if you have any concerns that this policy is not being, or has not 

been, followed, please contact [DETAILS ] in the first instance. Should the 

m atter rem ain unresolved or require further esca lation, please contact the 

school’s DPO. 

In particular, you can contact the DPO in the following circum stances:  

a ) If you are unsure of the lawful basis being relied on by the School to 

process persona l data ; 

mailto:dataservices@judicium.com
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b) If you need to rely  on consent as a  fa ir reason for processing (please see 

below the section on consent for further deta il);  

c) If you need to dra ft privacy notices or fa ir processing notices;  

d) If you are unsure about the retention periods for the persona l data  

being processed . 

e) If you are unsure about what security  m easures need to be put in place 

to protect persona l data ; 

f) If there has been a  persona l data  breach [and would refer you to the 

procedure set out in the School’s Data  Breach Policy];  

g) If you are unsure on what basis to transfer persona l data  outside the 

EEA; 

h) If you need any assistance dealing with any rights invoked by a  data  

subject; 

i) Whenever you are engaging in a  signif icant new (or a  change in) 

processing activ ity  which is likely  to require a  data  protection im pact 

assessm ent or if you plan to use persona l data  for purposes other than 

what it was collected for; 

j) If you plan to undertake any activ it ies involv ing autom ated processing 

or autom ated decision m ak ing; 

k ) If you need help com ply ing with applicable law when carry ing out direct 

m arketing activ it ies; 

l) If you need help with any contracts or other areas in relation to sharing 

persona l data  with third parties. 

 

Persona l Data  Breaches 

The UK GDPR requires the School to notify  any applicable persona l data  

breach to the Inform ation Com m issioner’s Office (ICO).  

We have put in place procedures to dea l with any suspected persona l data  

breach and will notify data  subjects or any applicable regulator where we are 

lega lly  required to do so. P lease refer to our Data  Breach policy . This is 

ava ilable on our website. 

If you know or suspect that a  persona l data  breach has occurred, do not 

attem pt to investigate the m atter yourself . Im m ediately  contact the person 
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designated as the key point of contact for persona l data  breaches (who is 

[NAME]) or your DPO. 

 

Transparency and Privacy Notices 

The School will provide deta iled, specif ic inform ation to data  subjects. This 

in form ation will be provided through the School’s privacy notices which are 

concise, transparent, intelligib le, easily  accessible and in clear and pla in 

language so that a  data  subject can easily  understand them . The School’s 

privacy notices are ta ilored to suit the data  subject and set out inform ation 

about how the School use their data . 

Whenever we collect persona l data  directly  from  data  subjects, including for 

hum an resources or em ploym ent purposes, we will provide the data  subject 

with a ll the inform ation required by the UK GDPR. This includes the identity  

of the Data  Protection Officer, the School’s contact deta ils, how and why we 

will use, process, disclose, protect and reta in persona l data . This inform ation 

will be provided within our privacy notices.  

When persona l data  is collected indirectly  (for exam ple, from  a third party or 

a  publicly  ava ilable source), where appropriate, we will provide the data  

subject with the above inform ation as soon as possible a fter receiv ing the data . 

The School will a lso confirm  whether that third party has collected and 

processed data  in accordance with the UK GDPR. 

Notif ications sha ll be in accordance with ICO guidance and where relevant, be 

written in a  form  understandable by those defined as “children” under the UK 

GDPR.  

 

Privacy by Design 

The School adopt a  privacy by design approach to data  protection to ensure 

that we adhere to data  com pliance and to im plem ent technica l and 

organisational m easures in an effective m anner. 

Privacy by design is an approach that prom otes privacy and data  protection 

com pliance from  the start. To help us achieve this, the School takes into 

account the nature and purposes of the processing, any cost of 

im plem entation and any risks to rights and f reedom s of data  subjects when 

im plem enting data  processes. 
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Data Protection Im pact Assessm ents (DPIAs) 

In order to achieve a  privacy by design approach, the School conduct DPIAs 

for any new high risk  technologies or program m es being used by the School 

which could affect the processing of persona l data . The School carries out 

DPIAs when required by the UK GDPR in the following circum stances: -  

• For the use of new technologies (program s, system s or processes) or 

changing technologies; 

• For the use of autom ated processing; 

• For large sca le processing of specia l category data ; and  

• For large sca le, system atic m onitoring of a  publicly  accessible area  

(through the use of CCTV). 

Our DPIAs conta in: -  

• A description of the processing, its purposes and any legitim ate 

interests used; 

• Deta ils of what types of data  are shared; 

• Steps taken by the third party and the school in order to protect data ;  

• An assessm ent of the necessity  and proportiona lity  of the processing in 

relation to its purpose; 

• An assessm ent of the risk  to indiv idua ls; and  

• The risk  m itigation m easures in place and dem onstration of com pliance.  

 

Record Keeping 

 

The School are required to keep fu ll and accurate records of our data  

processing activ it ies (Records of Processing Activ it ies (ROPA). These records 

include: -  

 

• The nam e and contact deta ils of the School;  

• The nam e and contact deta ils of the Data  Protection Officer;  

• Descriptions of the types of persona l data used;  

• Description of the data  subjects; 
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• Deta ils of the School’s processing activ it ies and purposes;  

• Deta ils of any third party recipients of the persona l data ;  

• Where persona l data is stored; 

• Retention periods; and 

• Security  m easures in place. 

 

Tra ining 

The School will ensure a ll relevant personnel have undergone adequate 

tra in ing to enable them  to com ply with data  privacy laws. The school will carry 

out adequate tra in ing with a ll sta ff every 2 years.   

 

Audit 

The School, through its Data  Protection Officer regularly  test our data  

system s and processes in order to assess com pliance. These are done through 

data  audits which take pla ce regularly  in order to rev iew use of persona l data . 

 

Related Policies 

Sta ff should a lso refer to other policies on our website that are related to this 

Data  Protection Policy . 

 

Monitoring 

We will m onitor the effectiveness of th is and a ll of our policies and procedures 

and conduct a  fu ll rev iew and update as appropriate.  

Our m onitoring and rev iew will include look ing at how our policies and 

procedures are work ing in practice to reduce the risks posed to the School.  

 

Appendix 1 – Subject Access Requests 

Under Data  Protection Law, data  subjects have a  genera l right to find out 

whether the School hold or process persona l data  about them , to access that 

data , and to be given supplem entary inform ation. This is known as the right of 

access or the right to m ake a  data  subject access request (SAR). The purpose 
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of the right is to enable the indiv idua l to be aware of and verify  the lawfulness 

of the processing of persona l data  that the School are undertak ing. It is 

designed to assist indiv iduals in understanding how and why we are using their 

data  and to check  tha t we are doing so lawfully . The m ain provisions are to be 

found in Articles 12 and 15 of the UK GDPR and Section 45 of the Data  

Protection Act 2018. 

This appendix provides guidance for sta ff m em bers on how data  subject access 

requests should be handled and for a ll indiv idua ls on how to m ake a  SAR.  

Fa ilure to com ply with the right of access under UK GDPR puts both sta ff and 

the School at potentia lly  significant risk  and so the School takes com pliance 

with this policy very seriously .  

A data  subject has the right to be inform ed by the School of the following: -  

(a ) Confirm ation that their data  is being processed;  

(b) Access to their persona l data ; 

(c) A description of the inform ation that is being processed;  

(d) The purpose for which the inform ation is being processed;  

(e) The recipients/class of recipients to whom  that inform ation is or m ay be 

disclosed; 

(f) Deta ils of the School’s sources of inform ation obta ined;  

(g) In relation to any persona l data  processed for the purposes of eva luating 

m atters in relation to the data  subject that has constituted or is likely  

to constitute the sole basis for any decision signif icantly  a ffecting him  or 

her, to be inform ed of the logic of the Data  Controller’s decision 

m ak ing. Such data  m ay include, but is not lim ited to, perform ance at 

work , creditworthiness, reliability  and conduct; and  

(h) Other supplem entary inform ation. 

Dea ling with a  SAR is tim e critica l and m ust be prioritised. Other than in 

exceptiona l cases, we will have only  one m onth in which to respond to a  SAR 

and even if an extension of the tim e lim it is perm itted, the indiv idua l m ust still 

be inform ed within tha t m onth of the fact that the request will take longer to 

process and the reasons for the delay . Fa ilure to dea l with a  SAR within that 

period could leave us open to the possibility  of being f ined by the ICO.  

A ll sta ff m ust be aware of the potentia l for receiv ing a  SAR and the 

im portance of dea ling with such as request as a  m atter of urgency .  
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Anyone within the School m ay receive a  SAR. It does not need to be m ade to a  

nom inated person or even to a  person responsible for dea ling with either the 

data  subject or inform ation of that type. It will be equally  as va lid if sent to 

anyone within the school.  

If you receive a  SAR, please contact the Head Teacher. A request for 

inform ation does not need to m ention that it is a  SAR provided that it is clear 

that it is an indiv idual ask ing for their own persona l data . There is no specif ied 

wording and it does not have to be on an officia l form . A SAR does not need t o 

be in writing and can be m ade verba lly , by post, by em ail or even using socia l 

m edia  where relevant. 

 

How to Recognise a  Subject Access Request  

A data  subject access request is a  request from  an indiv idual (or from  

som eone acting with the authority  of an indiv idua l, e.g ., a  solicitor or a  parent 

m ak ing a  request in relation to inform ation relating to their child):  

• for confirm ation as to whether the School process persona l data  about 

him  or her and, if so 

• for access to that persona l data  

• and/or certa in other supplem entary inform ation  

A va lid SAR can be both in writing (by letter, em ail, WhatsApp text, socia l 

m edia) or verba lly  (e.g ., during a  telephone conversation or m eeting). The 

request m ay refer to the UK GDPR and/or to ‘data  protection’ and/or to 

‘persona l data ’ but does not need to do so in order to be a  va lid request. For 

exam ple, a  letter which states ‘please provide m e with a  copy of inform ation 

that the School hold about m e’ would constitute a  data  subject access request 

and should be treated as such. 

A data  subject is genera lly  only  entitled to access their own persona l data  and 

not inform ation relating to other people.  

 

How to Make a  Data  Subject Access Request  

Whilst there is no requirem ent to do so, we encourage any indiv idua ls who 

wish to m ake such a  request to m ake the request in writing, deta iling exactly  

the persona l data  being requested.  This a llows the School to easily  recognise 

that you wish to m ake a  data  subject access request and the nature of your 

request. If the request is unclear/vague we m ay be required to clarify  the 
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scope of the request which m ay in turn delay the start of the tim e period for 

dea ling with the request.  

If a  request is m ade verba lly , we will ensure we follow this up with som ething 

in writing to confirm  what has been requested and outline the tim efram e for 

dea ling with the request. 

 

What to do When You Receive a  Data  Subject Access Request  

A ll data  subject access requests should be im m ediately  directed to the Head 

Teacher who should contact Judicium  as DPO in order to assist with the 

request and what is required. There are lim ited tim escales within which the 

School m ust respond to a  request and any delay could result in fa iling to m eet 

those tim esca les, which could lead to enforcem ent action by the Inform ation 

Com m issioner’s Office (ICO) and/or lega l action by the a ffected indiv idual. If 

ever in doubt, please refer the request to the Head Teacher.   

 

Acknowledging the Request  

When receiv ing a  SAR the School shall acknowledge the request as soon as 

possible and inform  the requester about the statutory deadline (of one 

ca lendar m onth) to respond to the request.  

In addition to acknowledging the request, the School m ay ask  for:  

- proof of ID (if needed); 

- further clarification about the requested inform ation if it is not clear 

what inform ation is required;  

- if  it is not clear where the inform ation shall be sent, the School m ust 

clarify  what address/em ail address to use when sending the requested 

inform ation; and/or  

- consent (if requesting third party data). 

The School should work  with their DPO in order to create the 

acknowledgm ent.  

 

Verify ing the Identity of a  Requester or Requesting Clarif ication of the 

Request 
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Before responding to a  SAR, the School will take reasonable steps to verify  the 

identity  of the person m ak ing the request. In the case of current em ployees 

and current students, th is will usua lly  be stra ightforward. The School is 

entit led to request additional inform ation from  a requester in order to verify  

whether the requester is in fact who they say they are. Where the School has 

reasonable doubts as to the identity  of the indiv idual m ak ing the request, 

ev idence of identity  m ay be established by production of a  passport, driv ing 

license, a  recent utility  bill with current address, birth/m arriage certif icate, 

credit card or a  m ortgage statem ent.  

If an indiv idua l is requesting a  large am ount of data  the School m ay ask  the 

requester for m ore inform ation for the purpose of clarify ing the request, but 

the requester sha ll never be asked why the request has been m ade. The 

School sha ll let the requestor know as soon as possible where m ore 

inform ation is needed before responding to the request.  

When it is necessary to verify  the identity  of the person m ak ing the request, 

the one ca lendar m onth period for responding begins when suff icient 

confirm ation of identity  is provided.  

When it is necessary to request m ore inform ation for the purpose of clarify ing 

the request, the one ca lendar m onth period for responding pauses when 

further inform ation is requested and does not restart until sufficient 

clarif ication is provided. 

In both cases, the school will be unable to com ply with the request if they do 

not receive the additiona l inform ation.  

 

Requests Made by Third Parties or on Beha lf of Children  

The school need to be satisf ied that the third party m ak ing the request is 

entitled to act on beha lf of the indiv idua l, but it is the third party ’s 

responsibility  to provide ev idence of th is entitlem ent. This m ight be a  written 

authority  to m ake the request, or it m ight be a  m ore genera l power of 

attorney . The School m ay a lso require proof of identity  in certa in 

circum stances.  

If the School is in any doubt or has any concerns as to providing the persona l 

data  of the data  subject to the third party , then it should provide the 

inform ation requested directly  to the data subject. It is then a  m atter for the 

data  subject to decide whether to share this inform ation with any third party .   

When requests are m ade on beha lf of children, it is im portant to note that 

even if a  child is too young to understand the im plications of subject access 
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rights, it is still the right of the child, rather than of anyone else such as a  

parent or guardian, to have access to the child’s persona l data . Before 

responding to a  SAR for inform ation held about a  child, the School should 

consider whether the child is  m ature enough to understand their rights. If the 

school is confident that the child can understand their rights, then the School 

should usually  respond directly  to the child or seek  their consent before 

releasing their inform ation.  

It sha ll be assessed if the child is able to understand (in broad term s) what it 

m eans to m ake a  subject access request and how to interpret the inform ation 

they receive as a  result of doing so. When considering borderline cases, it 

should be taken into account, am ong other things: 

• the child’s level of m aturity  and their ability  to m ake decisions like this;  

• the nature of the persona l data ; 

• any court orders relating to parenta l access or responsibility  that m ay 

apply ; 

• any duty of confidence owed to the child or young person;  

• any consequences of a llowing those with parenta l responsibility access 

to the child’s or young person’s inform ation. This is particularly  

im portant if there have been a llegations of abuse or ill treatm ent;  

• any detrim ent to the child or young person if indiv iduals with parenta l 

responsibility  cannot access this inform ation; and  

• any v iews the child or young person has on whether their parents 

should have access to inform ation about them . 

Genera lly , a  person aged 12 years or over is presum ed to be of suff icient age 

and m aturity  to be able to exercise their right of access, unless the contrary is 

shown. In relation to a  child 12 years of age or older, then provided that the 

School is confident that they understand their rights and there is no reason to 

believe that the child does not have the capacity  to m ake a  request on their 

own beha lf, the School will require the written authorisation of the child 

before responding to the requester or provide the persona l data  directly  to 

the child.  

The School m ay a lso refuse to provide inform ation to parents if there are 

consequences of a llowing access to the child’s inform ation – for exam ple, if it is 

likely  to cause detrim ent to the child.  

 



23 

 

Data Protection Policy (including SAR) 

September 2025 

Fee For Responding to a  SAR 

The School will usua lly  dea l with a  SAR free of charge. Where a  request is 

considered to be m anifestly  unfounded or excessive a  fee to cover 

adm inistrative costs m ay be requested. If a  request is considered to be 

m anifestly  unfounded or unreasonable the School will in form  the requester 

why this is considered to be the case and that the School will charge a  fee for 

com ply ing with the request. 

A fee m ay a lso be requested in relation to repeat requests for copies of the 

sam e inform ation. In these circum stances a  reasonable fee will be charged 

tak ing into account the adm inistrative costs of providing the inform ation.  

If a  fee is requested, the period of responding begins when the fee has been 

received.  

 

Tim e Period for Responding to a  SAR  

The School has one ca lendar m onth to respond to a  SAR. This will run from  

the day that the request was received or from  the day when any additiona l 

identification or other inform ation requested is received, or paym ent of any 

required fee has been received . If the deadline to com ply with the request fa lls 

on the weekend or public holiday , the deadline will be the next work ing day .   

The circum stances where the School is in any reasonable doubt as to the 

identity  of the requester, th is period will not com m ence unless and until 

suff icient inform ation has been provided by the requester as to their identity  

and in the case of a  th ird party requester, the written authorisation of the 

data  subject has been received. Where the school m ay be required to get 

consent from  a pupil, the tim e period will not start until consent is received.  

The period for response m ay be extended by a  further two ca lendar m onths in 

relation to com plex requests. What constitutes a  com plex request will depend 

on the particular nature of the request. The DPO m ust a lways be consulted in 

determ ining whether a  request is suff iciently  com plex as to extend the 

response period.  

Where a  request is considered to be suff iciently  com plex as to require an 

extension of the period for response, the School will need to notify  the 

requester within one ca lendar m onth of receiv ing the request, together with 

reasons as to why this extension is considered necessary .  

 

School Closure Periods 
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The school m ay not be able to respond to requests received during or just 

before school closure periods within the one ca lendar m onth response period. 

This is because the School will be closed/no one will be on site to com ply with 

the request .  As a  result, it is unlikely  that your request will be able to be dea lt 

with during this tim e. We m ay not be able to acknowledge your request 

during this tim e (i.e., until a  tim e when we receive the request). However, if 

we can acknowledge the request, we m ay still not be able to dea l with it until 

the School re-opens. The School will endeavour to com ply with requests as 

soon as possible and will keep in com m unication with you as far as possible. If 

your request is urgent, please provide your request during term  tim es and not 

during/close to closure periods.  

 

Inform ation to be Provided in Response to a  Request  

The indiv idua l is entit led to receive access to the persona l data we process 

about him  or her and the following inform ation: 

• the purpose for which we process the data ;  

• the recipients or categories of recipient to whom  the persona l data  has 

been or will be disclosed, in particular where those recipients are in 

third countries or international organisations;  

• where possible, the period for which it is envisaged the persona l data  

will be stored, or, if not possible, the criteria  used to determ ine that 

period; 

• the fact that the indiv idua l has the right: 

o to request that the Com pany rectif ies, erases or restricts the 

processing of h is persona l data ; or  

o to object to its processing; 

o to lodge a  com pla int with the ICO; 

o where the persona l data  has not been collected from  the 

indiv idual, any inform ation ava ilable regarding the source of the 

data ; 

o any autom ated decision we have taken about him  or her together 

with m eaningful inform ation about the logic involved, as well as 

the signif icance and the envisaged consequences of such 

processing for him  or her.  
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The inform ation should be provided in a  way that is concise, transparent, easy 

to understand and easy to access using clear and pla in language, with any 

technica l term s, abbreviations or codes expla ined. The response sha ll be g iven 

in writing if the SAR was m ade in writing in a  com m only used electronic 

form at.  

The inform ation that the School are required to supply in response to a  SAR 

m ust be supplied by reference to the data  in question at the tim e the request 

was received. However, as the School have one m onth in which to respond the 

School is a llowed to take into account any am endm ent or deletion m ade to 

the persona l data  between the tim e the request is received and the tim e the 

persona l data  is supplied if such am endm ent or deletion would have been 

m ade regardless of the receipt of the SAR. 

Therefore, the School is a llowed to carry out regular housekeeping activ it ies 

even if th is m eans deleting or am ending persona l data  after the receipt of a  

SAR. The School is not a llowed to am end or delete data  to avoid supplying the 

data . 

 

How to Locate Inform ation  

The persona l data  the School need to provide in response to a  data  subject 

access request m ay be located in severa l of the electronic and m anua l f iling 

system s. This is why it is im portant to identify  at the outset the type of 

inform ation requested so that  the search can be focused. 

Depending on the type of inform ation requested, the School m ay need to 

search a ll or som e of the following: 

• electronic system s, e.g ., databases, networked and non -networked 

com puters, servers, custom er records, hum an resources system , em ail 

data , back  up data , CCTV; 

• m anua l f iling system s in which persona l data  is accessible according to 

specif ic criteria , e.g ., chronologica lly  ordered sets of m anua l records 

conta ining persona l data ; 

• data  system s held externa lly  by our data  processors;  

• sa feguarding system s (such as CPOMS, MyConcern);  

• MIS system  (such as SIMS, Brom com , Arbor);  

• occupationa l hea lth records; 

• pensions data ; 
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• share schem e inform ation; 

• insurance benefit inform ation. 

The School should search these system s using the indiv idual's nam e, in it ia ls, 

em ployee num ber or other persona l identif ier as a  search determ inant.  

 

Protection of Third Parties -  Exem ptions to the Right of Subject Access  

There are circum stances where inform ation can be withheld pursuant to a  

SAR. These specif ic exem ptions and requests should be considered on a  case 

by case basis.  

The School will consider whether it is possible to redact inform ation so that 

this does not identify those third parties. If their data  cannot be redacted (for 

exam ple, a fter redaction it is still obvious who the data  relates to) then the 

School do not have to disclose persona l data  to the extent that doing so would 

involve disclosing inform ation relating to another indiv idua l (including 

inform ation identify ing the other indiv idua l as the source of inform ation) who 

can be identified from  the inform ation unless: 

• the other indiv idua l has consented to the disclosure; or  

• it is reasonable to com ply with the request without that indiv idua l’s 

consent. 

In determ ining whether it is reasonable to disclose the inform ation without 

the indiv idual’s consent, a ll of the relevant circum stances will be taken into 

account, including: 

• the type of inform ation that they would disclose;  

• any duty of confidentia lity  they owe to the other indiv idua l;  

• any steps taken to seek  consent from  the other indiv idua l;  

• whether the other indiv idua l is capable of g iv ing consent; and  

• any express refusa l of consent by the other indiv idual.  

It needs to be decided whether it is appropriate to disclose the inform ation in 

each case. This decision will involve balancing the data  subject’s right of access 

aga inst the other indiv idua l’s rights. If the other person consents to the school 

disclosing the inform ation about them , then it would be unreasonable not to 

do so. However, if there is no such consent, the school m ust decide whether 

to disclose the inform ation anyway. If there are any concerns in this regard 

then the DPO should be consulted.  
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Other Exem ptions to the Right of Subject Access  

In certa in circum stances the School m ay be exem pt from  providing som e or a ll 

of the persona l data  requested. These exem ptions are described below and 

should only  be applied on a  case -by-case basis a fter a  careful consideration of 

a ll the facts. 

Crime detection and prevention : The School do not have to disclose any persona l 

data  being processed for the purposes of preventing or detecting crim e; 

apprehending or prosecuting offenders; or assessing or collecting any tax or 

duty .  

Conf idential references: The School do not have to disclose any confidentia l 

references g iven to, or received from , third parties for the purpose of actua l 

or prospective: 

• education, tra ining or em ploym ent of the indiv idual;  

• appointm ent of the indiv idua l to any office; or  

• provision by the indiv idua l of any serv ice  

Legal pro fessional privilege : The School do not have to disclose any persona l 

data  which is subject to lega l professiona l priv ilege.  

M anagement forecasting : The School do not have to disclose any persona l data  

processed for the purposes of m anagem ent forecasting or m anagem ent 

planning to assist us in the conduct of any business or any other activ ity .  

Negotiations: The School do not have to disclose any persona l data  consisting 

of records of intentions in relation to any negotiations with the indiv idual 

where doing so would be likely  to prejudice those negotiations.  

 

Refusing to Respond to a  Request  

The school can refuse to com ply with a  request if the request in certa in 

circum stances. These include: 

• Where the SAR is m anifestly  unfounded or excessive ,  tak ing into 

account whether the request is repetitive in nature;  

• To avoid obstructing an officia l or lega l inquiry , investigation or 

procedure; 
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• To avoid prejudicing the prevention, detection, investigation or 

prosecution of crim ina l offences or the execution of crim ina l pena lties;  

• To protect public security ; 

• To protect nationa l security ; 

• To protect the rights and freedom s of others.  

In the event that you have concerns about supply ing the inform ation, you 

m ust a lways refer the m atter to The Head Teacher who will m ake the decision 

on our beha lf . 

In the event that we decide not to com ply with the SAR, then the data  subject 

m ust be inform ed, without undue delay (and in a ll cases within one m onth of 

receipt of the request), of: 

• The reasons we are not tak ing action; 

• That they have a  right to m ake a  com pla int to the ICO or another 

superv isory authority ; and 

• That they are entitled to seek  to enforce their right through a  judicia l 

rem edy. 

If a  request is found to be m anifestly  unfounded or excessive the school can:  

• request a  "reasonable fee"  to dea l with the request; or  

• refuse to dea l with the request. 

In either case the school need to justify  the decision and inform  the requestor 

about the decision. 

The reasonable fee should be based on the adm inistrative costs of com ply ing 

with the request. If deciding to charge a  fee the school should contact the 

indiv idual prom ptly  and inform  them . The school do not need to com ply with 

the request until the fee has been received. 

 

Record Keeping  

A record of a ll subject access requests sha ll be kept by the  Business Manager. 

The record sha ll include the date the SAR was received, the nam e of the 

requester, what data the School sent to the requester and the date of the 

response.  
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Appendix 2 – Subject Access Request Form  

The Data  Protection Act 2018 provides you, the data  subject, with a  right to 

receive a  copy of the data /inform ation we hold about you or to authorise 

som eone to act on your beha lf . P lease com plete this form  if you wish to m ake 

a  request for your data . Your request will norm ally  be processed within one 

ca lendar m onth upon receipt of a  fu lly  com pleted form  and proof of identity .  

 

Proof of Identity  

We require proof of your identity  before we can disclose persona l data . Proof 

of your identity  should include a  copy of a  docum ent such as your birth 

certif icate, passport, driv ing licence, off icia l letter addressed to you at your 

address e.g ., bank  statem ent, recent utilit ies bill or council tax bill. The 

docum ent should include your nam e, date of birth and current address. If you 

have changed your nam e, please supply relevant docum ents ev idencing the 

change.     

 

Section 1 

P lease fill in the deta ils of the data  subject (i.e., the person whose data  you are 

requesting). If you are not the data  subject and you are apply ing on beha lf of 

som eone else, please fill in the deta ils of the data  subject below and not your 

own.        

Title 

 

 

Surname/Family 

Name 

 

First Name(s)/ 

Forename 

 

Date of Birth  

Address  

Post Code  

Phone Number  
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Email address  
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I am enclosing the following copies as proof of identity (please tick the relevant box):     

 

 Birth certificate    

 Driving licence        

 Passport      

 An official letter to my address 

 

 

Personal Information 

 

If you only want to know what information is held in specific records, please indicate in the box 

below. Please tell us if you know in which capacity the information is being held, together with 

any names or dates you may have. If you do not know exact dates, please give the year(s) that 

you think may be relevant.   

 

Details:  

 

 

 

 

 

 

Employment records: 

 

If you are, or have been employed by the School and are seeking personal information in 

relation to your employment please provide details of your staff number, unit, team, 

dates of employment etc.                  

 

Details: 
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Section 2     

P lease com plete this section of the form  with your deta ils if you are acting on 

beha lf of som eone else (i.e., the data  subject).   

If you are NOT the data  subject, but an agent appointed on their beha lf , you 

will need to provide ev idence of your identity  as well as that of the data  

subject and proof of your right to act on their behalf .     

 

Title 

 

 

Surname/ Family 

Name 

 

First 

Name(s)/Forenames 

 

Date of Birth 

 

 

Address 

 

 

Post Code 

 

 

Phone Number 

 

 

  

I am enclosing the following copies as proof of identity (please tick the relevant box):     

 

 Birth certificate    

 Driving licence        

 Passport      

 An official letter to my address 
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What is your relationship to the data  subject?  (e.g., parent, carer, legal 

representative)                 

 

 

 

 

 

I am enclosing the following copy as proof of legal authorisation to act on behalf of the 

data subject:     

 

 Letter of authority       

 Lasting or Enduring Power of Attorney           

 Evidence of parental responsibility       

 Other (give details):      

 

 

 

Section 3 

P lease describe as deta iled as possible what data  you request access to (e.g ., 

t im e period, categories of data , inform ation relating to a  specific case, paper 

records, electronic records).  
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I wish to:     

 

 Receive the information by post* 

 Receive the information by email        

 Collect the information in person           

 View a copy of the information only       

 Go through the information with a member of staff          

 

*Please be aware that if you wish us to post the information to you, we will take every 

care to ensure that it is addressed correctly. However, we cannot be held liable if the 

information is lost in the post or incorrectly delivered or opened by someone else in 

your household. Loss or incorrect delivery may cause you embarrassment or harm if the 

information is 'sensitive'.     
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P lease send your com pleted form  and proof of identity  by em ail to: 

adm in@jubilee.hackney.sch.uk  

 

 

 

 

 

 


